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MEMORANDUM OF AGREEMENT (MOA) BETWEEN 
THE DEPARTMENT OF DEFENSE AND THE DEPARTMENT OF STATE 

ONUSG PRlVAT'E SECURlTY CONTRACTORS 

I. Purpose 

The purpose of this MOA is to clearly define the authority and responsibility for the 
accounlabiJity and operations of VSG Private Security Contractors (PSCs) in Iraq. 

II. Country Covered by tbis MOA 

The country covered by this MOA is Iraq. 

m. Responsibility 

A. Pursuant to 10 V.S .c. § 164 and 22 U .S.C. § 4802, the Secretary of Defense and the 
Combatant Commander (COCOM) are responsible for the security of all DOD elements and 
personnel under the operational control of the COCOM. 

B. Pursuant to 22 V.S.c. § 4801. the Secretary of State is resp,onsible for developing and 
implementing policies and programs to provide for the security of U.S. Government 
personnel on official duty in country other than those under the command of an area military 
commander. 

C. 'Pursuant to this MOA the Secretary of State and the Secretary of Defense have agreed that 
they will jointly develop, implement, and follow core S1a/ldards, policies, and procedures for 
the accountability, oversight, and discipline of PSCs. 

IV. Sblndards 

A. The Secretary of Defense and the Secretary of State shall jointly develop and implement 
core pse standards wlticb will include at a minimum: 

• The management ofUSG PSC personnel. 
• The coordination ofUSG PSC operations outside secure bases and U.S. diplomatic 

properties. . . 
• A clear legal basis for holding USG private security contractors accountable under 

'US law. 
• Recognition ofinvestigalive jurisdictions and coordination for joint investigations 

where conduct of usa PSC personnel are to be investigated. 

B. The COM and the COeOM shall make every efforl to consult and coordinate responses 
to common threats. 

V. lmplementation, Coordination, and Dispute Rl'$olutioll 

USAO 009048 

Case 1:08-cr-00360-RMU     Document 56-8      Filed 02/03/2009     Page 2 of 13



A. In iraq, the COM and the COCOM, acting when appropriate through their designated 
representatives, shall serve as the primary delegates of the Secretary of State and the 
Secretary of Defense, respectively, for implementation and coordination under this MOA. 

I. The intent of this MOA is for the DOS and DOD to ensure that persormel working 
under contracts with other federal agencies or as subcontractors on DOS or DOD contracts 
are to be covered by the policies and procedures developed Wlder this MOA. The DOD and 
DOS will identify thoSe USG agencies and organizations and contractors having contractual 
arrangements for private security and ensure, to the maximum extent possible, that these 
agencies and their PSCs adhere to the core procedures and process required by this MOA. 

2. 1n the event that issues arise und.er this MOA that the COM and COCOM are 
wlable to resolve, they shall promptly refer such issues to the Washington represenllltives 
designated by the Secretary of State and the Secretary of Defense for resolution. 

B. The Secretary of State and the Secretary of Defense shall designate Washington 
representatives to meet as frequently as necessary, but no less ofl.en than quarterly, for the 
purpose of reviewing the implementation of this MOA. 

I. In the event that the Secretaries' Washington representatives are unable to resolve 
any such difference, or any other issue that may arise Wlder this MOA, they shall.promptly 
refer the matter to the Under Secretary of State for Management and the Deputy Under 
Secretary of Defense for Logistics and Material Readiness [or resolution. 

2.In the event that any matter emmot be resolved under the procedures specified 
above, it shall be referred to the Secretary of Stale and the Secretary of Defense for 
resolution 

VI. Authorities 

Nothing in this MOA shall otherwise affect the authorities of the Secretary of State, the 
Secretary or Defense, and the Chief of Mission or the COCOM. 

VIl Other Agreements and Arrangement. 

All existing agreements and am\Dgements, however styled, between DOS and DOD sh;ill 
remain in force to the extent thai they do not conflict with the provisions of this MOA. 

VIII Annel: 

The Parties further agree to ANNEX A: Deliverables. These deliverables are to be 
jointly developed by U.S. Embassy Baghdad and Multi-National Force - Iraq (MNF-D, and 
can be modified in writing upon murual agreement by MNF-I and U.S. Embassy Baghdad. 

IX. Implementation and Termination 
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Ill. Uqity ofEffortj 

U.S. Embassy Baghdad and MNF·I together have the responsibility to safeguard usa 
and Coalition Force (CF) personnel conducting official business throughout Iraq. U.S. Embassy 
Baghdad and MNF·) are committed to reducing the number and strategic impact of serious 
incidents involving PSCs by thorough and impartial investigations of these incidents, transparent 
infonnation and intelligence sharing, close coordination of PSD operotions, and joint 
engagement with the Government oflraq (GO!). 

IV. Rules for Ibe lISe of Foree: 

All USG PSC operations in Iraq will abide by the follOwing common principles on the 
Rules for the Use of Force (RUF). U.S. Embassy Baghdad and MNF·I specific policies may be 
more, but not less, restrictive than these common principles. A PSC can only implement policies 
more restrictive than these RUF with the approval of its conlr.lcting officer, as well as either 
MNF·I Or U.S. Embassy Baghdad as appropriate. 

PolicylDefinilioDS 

... Defense of Self or Otbers. PSCs always retain the inherent right to exercise self· 
defense in response to a' hostile act or demonstrated hostiJe intent. PSCs are pennitted to use 
deadly force in defense of others when there is a reasonable belief of inunineDt risk of death or 
serious bodily hann. Details regarding this authorization wiJJ be provided by the appropriate 
USG agency, and within the tenns and conditions governing the PSC's contractual relationship 
with that agency. 

b. lmminenl Threat. The determination of whether the danger of death or serious bodily 
harm is imminent will be based on an assessment of all facts and circumstances known to the 
PSC at the time (i.e. totality of the circumstances), and should not be assessed with the benefit of 
hindsight. Imminent does not necessarily mean immediate or instantaneous. Individuals with 
the capability to inflict death or serious bodily harm and who demonstrate intent to do so may be 
considered an imminent threat. 

c. Hostile Act. An attack or other use afforce against the PSC, or designated persons or 
property. It also includes force used directly to preclude or impede the mission andlor duties or 
the PSc. 

d. Hoslil. Intent. The imminent threat of the use offoree agains1 the PSC, or designated 
persons or property. It also includes the threat of force to preclude or impede the mission and/or 
duties of the PSC. 
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and proficiency standards for individual assigned weapons. ' 

Ba<kgrouod Cbedu. The following sources can be used for =mplishing background 
checks: Interpol, FBI, Countty of Origin Criminal Records, COWltty of Origin U.S. Embassy 
Information Request, CIA records, lind lor any other rewrds avai lable. 

Security durances. Security clearance requirements Will be established by the RSO or 
MNF-I based on the company or individual's position. 

Training. Mandatory training for PSCs prior to operating in Iraq will include review of 
relevantUSG and Iraqi laws, Rules for the Use of Force, Law of Armed Conflict, Graduated 
Foree Procedures, and those relevllnt COM, CENTCOM, andlor MNF-I rules and regulations 
applicable to their contracts, as well as scenario· based training on a standard set of Use -of -
Force vignettes Jeept up to date by MNF-I STRA TOPS and RSO based on recent incidents and 
threat reponing. Refresher training will oecw annually. PSCs are responsible for maintaining 
training documentation. A failure to maintain training qualifications will generally result in 
revocation of firearms authori2.ation for the individual. Any PSC individual without firearms 
authori2.ation will immediately surrender their weapon to the PSC and will remain unanned 
wltil such tim!' as they are retrained and the contracting officer detdrmines that their training is 
sufficient. 

Ou.lification •. Contractors will meet either the U.S. Army weapons qualification 
standards, or RSO standards, unless another standard of qualification is used that substantially 
meets the requirement and is agreed 10 in advance (e.g. for AK-47s). Ongoing weapons 
proficiency training will occur in accordance with the respective ageDCY requirements and the 
PSC will maintain docwnentation records. . 

Authorized Weapon! and Ammunitioll Types. All USG PSCs will only use Ihose 
weapon types and ammunition specifically authorized by DOS or DOD as appropriate. U.S. 
Embassy Baghdad and MNF-I will notifY each other of the specific weapon types and 
anlintmition authorized for their respective PSC operations in I1lIq, and will update each other 
with any changes to such authorizations. Any disagreements regarding weapons types andlor 
ammunition should be resolved between MNF -I and US Embassy Baghdad, If possible; if no\, 
the issue will be forward to the Department of Stale and Deparonent of Defense for final 
detennination. 

VI. MooemeDt Coordination and Control: 

All usa PSDs will coordinate their movements with either MNF·I or U.S. Embassy 
Baghdad operations centers. 

In order to maximize CF support for USG PSD and helicopter operations 8lld d=nfIict 
friendly forces, RSO Tactical Operations Center (TOC) and the Multi-National Corps Iraq 
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(MNC.I) Contractor Operations Cell (CONOC) will provide movement details (of both PSDs 
and. helicopters) to MNC·I in advance of the iT respecti"e movements outside of Coalition 
opemting locations, 10 include time, route, destination, and convoy composition. Such 
notification should normally occur a minimum of24 hours in advance Or as soon as possible if 
sliort-notice missions are required. 

MNC-J and RSO will exchange LNOs in their respective operation centers, will conduct 
planning using linked Conunand Post of the Future (CPOF) terminals, and will monilor an U.S. 
Embassy Baghdad PSD, MNF·) PSD, and CF movements outside Coalition operating locations 
real·time using shared electronic monitoring systems data. MNC-I wiU limit distribution ofeOM 
personnel movements, or ocher movements as designated. by U.S. Embassy Baghdad, te only 
U.S. personnel witll a need to know, and will coordinate with RSO to ensure such information is 
compartmentalized. 

MNC-J will review all USG PSD movements and provide recommendations to the RSO 
TOC Or CONOC, as appropriate, as to whether !he movement should be altered or cancelled 
based on the tbreat levels along that roule or disposition of Coalition Forces. 

The RSO TOC iuld CONOC will generally honor MNC-I recommendations to alter or 
cancel missions. Any disagreements between MNC-I and U.S. Embassy Baghdad regarding 
PSD movements will be. resolved by the DCS, MNF·] Strategic Operatiol1s (STRA TOPS) and 
the DCM, U.S. Embassy Baghdad. Final movement authority for U.S. Embassy Baghdad rests 
with the COM. 

IfMNC-1 battle spacc owners delennine and articulate a'substantiaJ increase in the threat 
to USO PSDs during movements outside Coalition operating locations, such PSDs will comply 
with MNC-l recommendations to alter routes or obort missions. 

MNC·) LNO will coordinate with RSO TOC and MNC·I on QRF, MEDEVAC, and/or 
Intelligence, Surveillance, and Reconnaissance (ISR) support as needed, as well as convoy 
closure reports. 

As SOOn as possible ajler notification ofUSG PSD movements, and updating as needed, 
MNf·J will make RSO TOC and/or CONOC aware of any known checkpoints manned by CF or 
Iraqi Security Forces (JSF), as well as the proper near and far recognition procedures. usa 
PSDs will comply with all CF checkpoints and should avoid other checkpoints as possible. 
However, usa PSDs will be prepared to display appropriate audio and/or visual recognition 
procedures al CF Or legitimate ISF checkpoints (i .e. verified in advance by MNF-l Or during 
movement) should they be encountered. 

U.S. Embassy Baghdad willliaJse with MNF·J STRA TOPS on PSC-related incidents and 
will be prepared to anend the STRA TOPS evening battlefield update assessments at the request 
ofMNf-1 STRATOPS. 
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MNF·J and U.S. Embassy Baghdad will share all intelligence that may affect security 
opcrntions. 

vn. Serious lotideot Response & ]nvestigatiog: 

To the maximum extent possible, MNF·( and the U.S. Embassy will closely coordinate 
the immediate response to any serious incident (as defined above) involving a USG PSC. 

The U.S. Embassy Baghdad, OIfOUgh the RSO TOC, will notify MNC·I and MNF·I 
STRA TOPS of any serious incident involving a PSC in its jurisdiction as soon as possible. 
CONOC will notifY MNF·J and RSO of My serious incident involving 8 PSC in its jurisdiction 
as SOOn as possible. U.S. Embassy Baghdad and MNF·I will coordinate in the notification of the 
GOI 85 soon as possible affer a serious incident occurs. 

All USG PSCs involved in a serious incident will, to the extent pennitted by !he mission 
and the security situation, stop and render assistance as needed, including coordinating medical 
assistance, requesting support, andlor providing claim fonnslinformation. 

Should MNC·( respond to an incident involving a USG PSC, every attempt should be 
made to establish radio communication in order for situational awareness to be enhanced prior to 
QRf BJJival at the scene. Upon MNC·I QRF arrival and with a positive and verified baodoff 
(radio or visual), the MNC·I QRF element will asswne command of the scene with the primary 
purpose being the safe extraction of the USG PSC. 

In coordination with RSO where appropriate, MNC·I ",ill take the lead on the immediate 
securing of 8 scene where a serious incident occurred, to the extent the security situation pennits. 
in order to start identifying any iJUuries, fatalities, and property damage, and to preserve the 
ability to collect evidence. 

RSO will request support from MNF·I STRA TOPS for CF support to revisit the scene of 
a serious incident in order to conduct an investigation. MNF·I STRA TOPS will coordinate with 
MNC·I, which will in turn facilitate the movement request.with the closest battle space owner. 

MNC·I will assist U.S. Embassy Baghdad in seelcing Iraqi personnel who were witnesses 
to facilitate investigations and'evidence colloction. Additionally, CF personnel will assist U.S. 
Embassy Bagbdad as requested with their distribution "ftimely and appropriate condolence 
payments. Such payments will be based On Iraqi cultural norms and will not be viewed as an 
admission of guilt. 

U.S. Embassy Baghdad will bave the lead responsibility for investigating a serious 
incident involving 8 U.S. Embassy Baghdad PSC, and MNF·I will bave the lead responsibility 
for investigating a serious incident involving an MNf·( PSc. The entity conducting the 
investigation can request investigative assistance or relevant information from the other entity, 
which will be provided or shared to the greatest extent possible. While one entity is conducting 
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an investigation into a serious incident within its jurisdiction, the other entity will not 
deliberately take any action that may prejudice. impede, Or negatively impact that investigation 
(e.g., interviewing witnesses or collecting evidence) without the consent of the lead investigating· 
entity. 

Where either U.S. Embassy Baghdad or MNF·I, based on 8 legitimate interest in a 
serious incident within the other's jurisdiction, requests that ajoint investigation be conducted 
into the incident, the investigation will be conducted jointly by RSO and the relevant military 
criminal investigative authority. The lead for such an investigation will be determined in 
accordance with the above paragraph or by mutual agreement. 

MNF-I STRA TOPS will serve as the focal point for CF inquiries into RSO-related, 
serious incidents. Individual CF units will not call directly to the RSO TOC except to coordinate 
actions with the CF LNOs. 

u.s. Embassy Baghdad and MNF-I will engage in transparent shaling of information 
with each other during the co=e of an investigation, to the extent that it will not compromise 
the investigation or potential criminal prosecution, and in consultation with a prosecutorial 
authority where one is involved. U.S. Embassy Baghdad and MNF-I will coordinate in the 
shoring of information regarding any serious incident with me GOI, and will follow a consistent 
approach to public affairs associated with any serious incident. 

MNF-I and RSO will coordinate in advance regarding me arrest or detention of any PSC 
personnel in accordance with proper arrest aumority, except in exigent circumstances, in which 
case notification will occur as soon as possible. 

u.s. Embassy Baghdad and MNF-I will share results of their investigations in order to 
develop lessons learned and improve tactics, te<;bniques, and procedures used by PSCs. The 
RSO and MNP-I STRATOPS Chief, Contractor Policy and Oversight Division, shall co-chair a 
Joint Incident Review Board on a quarterly basis to determine trends, and make 
recommendations for improvements in PSC operations. Other invitees could include 
representatives from DOD and DOS PSCs, and Major Subordinate Commands. Minutes of the 
board will be forwarded to DCS, MNF-! STRA TOPS and DCM, U.S. Embassy Baghdad for 
meir review and action as required. 

MNF-I and U.S. Embassy Baghdad should jointly engage the GO! in discussions related 
to PSC operations. 

VIII_ Contract MaDagemenl & Language: 
/ 

DOD and DOS will work towards developing a mutually agreeable �~�m�m�o�n� database 
(such as DoD's SPOT) for the purpose of increasing PSC accountability and visibility . 
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" 

DOS and DOD will ensure that their respective PSC contracts and subcontracts contain 
cOmlnon language, through contract modifications if necessary, implementing relevant 
provisions oflhls MOA, including bat not limited to RUF, cmnmunication systems, incident 
response and reporting, authorized weapons and ammunition, and penalties for violations of 
MNF·I andlor U.S. Embassy Baghdad policies and procedures. 

Respective DOS and DOD contracting officers will reconcile contract language 
interpretation of Department of State Acquisition Regulations (DoSAR) and Defense Federal 
AcqUisition Regulations (DF AR) through the current Federal Aequisition Regulations. 

IX. Legal AccouoUlbility: 

U.S. Embassy Baghdad and MNF·l will not tolemlC miscoDduct by their respective PSCs 
and will enforce contractuaJ obligations. Where there is evidence of criminal miooonduct, U.S. 
Embassy Baghdad and MNF·I will make referrals 10 the appropriate prOSl)CutoriaI authority, 

DOD and DOS will continue to worle together to expedite the enactment of legislation 10 

establish. clear legal basis for holding USC PSCs in Iraq accountable under U.S. law. 
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